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Registering a domain name that is similar to your company’s name and/or the 

products you’re selling is essential for your business.  Therefore, what happens when 

someone registers a domain name that is the same or similar to your trademark and, as a 

result, leads your customers to their website instead of yours?  This article addresses two 

potential scenario and responses to each scenario.  The first response involves a party 

who registers a domain name in bad faith likely with the intention of selling you the 

domain (cybersquatting).  The second response involves a party who registers a domain 

name that is the same or similar to your trademark but does not necessarily do so in bad 

faith.  

A. Cybersquatting 

You register your trademark or service mark with the United States Patent and 

Trademark Office only to find that, after registration, someone quickly registered a 

domain name that’s identical or confusingly similar to your mark.  And then you receive 

a letter from them in which they try to sell you the domain name for an exorbitant amount.  

                                                 
1 This article is not intended to offer legal advice.  Nothing contained herein is intended to address any 
specific legal inquiry, nor is it a substitute for independent legal research of original sources or obtaining 
legal advice regarding specific legal situations from a licensed attorney. 
2 Joshua J. Borger is a partner at Gates Eisenhart Dawson. 
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Should you pay?  Should you sue?  What are your options?  Welcome to the world of 

cybersquatting. 

The Ninth Circuit Court of Appeals has described cybersquatting as “the Internet 

version of a land grab. Cybersquatters register well-known brand names as Internet 

domain names in order to force the rightful owners of the marks to pay for the right to 

engage in electronic commerce under their own name.”  Interstellar Starship Services, 

Ltd. v. Epix, Inc. (9th Cir. 2002) 304 F.3d 936, 946.   

1. The Anticybersquatting Consumer Protection Act of 1999 

In response to this extortionist practice, Congress passed the Anticybersquatting 

Consumer Protection Act of 1999 (“ACPA”) to create a cause of action against a person 

who, without regard to the goods or services of the parties, “has a bad faith intent to 

profit” from another's trademark or service mark and “registers, traffics in, or uses a 

domain name that is identical to, confusingly similar to, or dilutive of such mark.”  15 

U.S.C. 1125(d).  According to the Senate Report accompanying ACPA, 15 U.S.C. 

1125(d), cybersquatters are those who: (1) “register well-known domain names in order 

to extract payment from the rightful owners of the marks”; (2) “register well-known 

marks as domain names and warehouse those marks with the hope of selling them to the 

highest bidder”; (3) “register well-known marks to prey on customer confusion by 

misusing the domain name to divert customers from the mark owner's site to the 

cybersquatter's own site”; and (4) “target distinctive marks to defraud customers, 

including to engage in counterfeiting activities.”  Lucas Nursery and Landscaping, Inc. v. 

Grosse (6th Cir. 2004) 359 F.3d 806, 809 (quoting S. Rep. No. 106-140 at 5-6).   
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To prevail on an ACPA claim, the plaintiff must show: (1) registration of a 

domain name, (2) that was “identical or confusingly similar to” a mark that was 

distinctive at the time of registration, and (3) “bad faith intent” at the time of registration.  

15 U.S.C. 1125(d)(1); GoPets, Ltd. v. Hise (9th Cir. 2011) 657 F.3d 1024, 1030.  In 

GoPets, the Ninth Circuit Court of Appeals determined that the term “registration” refers 

to the original registration of a mark, not the re-registration of the mark.  In addition, the 

plaintiff was must show that its mark was “distinctive.”  While the plaintiff can satisfy 

this standard through a registered trademark, registration is not a prerequisite for 

protection.   

While considering the facts of each individual case, the courts may consider the 

following nonexclusive factors in determining whether the party registering the mark had 

a “bad faith intent”: 

• (1) the trademark or other intellectual property rights of the person, if any, in the 

domain name; 

• (2) the extent to which the domain name consists of the legal name of the person 

or a name that is otherwise commonly used to identify that person; 

• (3) the person's prior use, if any, of the domain name in connection with the bona 

fide offering of any goods or services; 

• (4) the person's bona fide noncommercial or fair use of the mark in a site 

accessible under the domain name; 

• (5) the person's intent to divert consumers from the mark owner's online location 

to a site accessible under the domain name that could harm the goodwill 

represented by the mark, either for commercial gain or with the intent to tarnish or 
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disparage the mark, by creating a likelihood of confusion as to the source, 

sponsorship, affiliation, or endorsement of the site; 

• (6) the person's offer to transfer, sell, or otherwise assign the domain name to the 

mark owner or any third party for financial gain without having used, or having 

an intent to use, the domain name in the bona fide offering of any goods or 

services, or the person's prior conduct indicating a pattern of such conduct; 

• (7) the person's provision of material and misleading false contact information 

when applying for the registration of the domain name, the person's intentional 

failure to maintain accurate contact information, or the person's prior conduct 

indicating a pattern of such conduct; 

• (8) the person's registration or acquisition of multiple domain names which the 

person knows are identical or confusingly similar to marks of others that are 

distinctive at the time of registration of such domain names, or dilutive of famous 

marks of others that are famous at the time of registration of such domain names, 

without regard to the goods or services; and 

• (9) the extent to which the mark incorporated in the person's domain name 

registration is or is not distinctive and famous. 

15 U.S.C. 1125(d)(1)(B)(i); see Rearden LLC v. Rearden Commerce, Inc. (9th Cir. 2012) 

683 F.3d 1190, 1220.  The first four factors are indicative of good faith; the next four 

indicate a bad faith intent; and the final factor can be argued either way.   

There is a “safe harbor” defense for any defendant who “believed and had 

reasonable grounds to believe that the use of the domain name was a fair use or otherwise 

lawful.”  15 U.S.C. 1125(d)(1)(B)(ii).  Yet, in Lahoti v. VeriCheck, Inc. (9th Cir. 2009) 
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586 F.3d 1190, 1203, the Ninth Circuit cautioned that the safe harbor defense should be 

invoked “very sparingly and only in the most unusual cases.”  A defendant “who acts 

even partially in bad faith” cannot successfully assert a safe harbor defense.  Id.  

Otherwise, the defense would “undermine the rest of the statute” because “[a]ll but the 

most blatant cybersquatters will be able to put forth at least some lawful motives for their 

behavior.”  Id.   

The volume of factors that the courts consider make it difficult for a party to 

receive a dispositive order granting them remedies shy of an actual trial.  The remedies 

are extensive for a victorious plaintiff.  The ACPA empowers courts to order the 

forfeiture or cancellation of the domain name or transfer the domain name to the owner 

of the mark.  15 U.S.C. 1525(d)(1)(C).   The plaintiff also may elect at any time before 

final judgment to recover actual damages and defendant’s profits or statutory damages of 

not less than $1,000 and not more than $100,000 per domain name, as the court considers 

just.  15 U.S.C. 1117(d).  The court may award attorneys’ fees in certain circumstances.   

2. Administrative Actions 

In lieu of a formal lawsuit, a party may file an administrative action with the 

entity that provided the domain name. The Internet Corporation for Assigned Names and 

Numbers (“ICANN”) is the nonprofit organization that is in charge of handing out 

domain names and Web addresses for the Internet.  ICANN has a dispute resolution 

policy a party claiming an entitlement to another’s website, which can be found at 

https://www.icann.org/resources/pages/dndr-2012-02-25-en.  The party challenging the 

domain name must show: (i) the domain name is identical or confusingly similar to a 

trademark or service mark in which the complainant has rights; (ii) the party with the 

https://www.icann.org/resources/pages/dndr-2012-02-25-en
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domain name has no rights or legitimate interests with respect to the domain name; and 

(iii) the domain name has been registered and is being used in bad faith.  While this may 

be a cheaper option than filing a formal lawsuit, the remedies are also limited.  While 

ICANN can cancel and/or transfer a domain name, it cannot award the monetary relief 

that the courts may award. 

B. Trademark infringement 

Assuming that the defendant who registered the domain name does not have a bad 

faith intent, the plaintiff may still pursue an action for trademark infringement.  The core 

element of trademark infringement is whether the similarity of the marks is likely to 

confuse customers about the source of the products.  The plaintiff may argue that the 

defendant’s domain name causes a likelihood of initial interest confusion among 

consumers.  See Brookfield Communications, Inc. v. West Coast Entertainment, Corp. 

(9th Cir. 1999) 174 F.3d 1036, 1062 (applying initial interest confusion to a domain 

name).  Initial interest confusion occurs when the defendant uses the plaintiff's trademark 

“in a manner calculated ‘to capture initial consumer attention, even though no actual sale 

is finally completed as a result of the confusion.’”  Id.  The Ninth Court offered the 

following explanation for initial interest confusion as follows: 

[Initial interest confusion] is much like posting a sign with another's 

trademark in front of one's store. Suppose [Blockbuster Video] puts up a 

billboard on a highway reading—“West Coast Video: 2 miles ahead at 

Exit 7”—where West Coast is really located at Exit 8 but Blockbuster is 

located at Exit 7. Customers looking for West Coast's store will pull off at 

Exit 7 and drive around looking for it. Unable to locate West Coast, but 

seeing the Blockbuster store right by the highway entrance, they may 

simply rent there. Even consumers who prefer West Coast may find it not 

worth the trouble to continue searching for West Coast since there is a 

Blockbuster right there. Customers are not confused in the narrow sense: 

they are fully aware that they are purchasing from Blockbuster and they 
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have no reason to believe that Blockbuster is related to, or in any way 

sponsored by, West Coast. Nevertheless, the fact that there is only initial 

consumer confusion does not alter the fact that Blockbuster would be 

misappropriating West Coast's acquired goodwill. 

 

Id. at 1064.  The plaintiff may argue that the other website confuses customers who 

expect to find the plaintiff at that web address.   

To evaluate the likelihood of confusion, including initial interest confusion, the 

so-called Sleekcraft factors provide non-exhaustive guidance.  Those factors are: (1) the 

similarity of the marks; (2) the relatedness or proximity of the two companies' products 

or services; (3) the strength of the registered mark; (4) the marketing channels used; (5) 

the degree of care likely to be exercised by the purchaser in selecting goods; (6) the 

accused infringers' intent in selecting its mark; (7) evidence of actual confusion; and (8) 

the likelihood of expansion in product lines.  AMF, Inc. v. Sleekcraft Boats (9th Cir. 1979) 

599 F.2d 341.  If the court determines that there is a likelihood of confusion based on 

these factors, then the court may similarly forfeit, cancel, or transfer the domain name.   

By way of example, in Nissan Motor Co. v. Nissan Computer Corp. (9th Cir. 2004) 

378 F.3d 1002, the automobile manufacturer Nissan and holder of the trademark 

“NISSAN” sued an operator of Internet websites “Nissan.com” and “Nissan.net,” 

claiming that the use of the domain names was a trademark violation.  After addressing 

the aforementioned factors, the Ninth Circuit Court of Appeals held that the trademark 

was infringed by the websites when they offered automobile related advertisements 

because there was a likelihood of confusion between Nissan, the automobile 

manufacturer, and the website’s advertisements.  However, the trademark was not 

infringed as to the non-auto-related advertisements because a person searching for Nissan, 

the automobile manufacturer, likely would not think that non-automobile advertisements 



8 

 

on the domains were related to the manufacturer; rather, they would think that they were 

on the wrong website. 

C. Conclusion 

In conclusion, there are various considerations when someone registers a domain 

name that is the same as or similar to your trademark.  If you are involved in such an 

issue, I recommend that you contact the attorneys at Gates Eisenhart Dawson to further 

discuss your options.  Our attorneys have the background and skills necessary to litigate 

such matters. 

 


